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DETAILED ACTION 
Notice to Applicant 

This communication is in response to the amendment filed on 1 1/29/2007. 
Claims 1-48 remain pending and have been amended. Claims 1, 7, 13, 22, 31, and 38 
have been amended, and 45-48 have been added. 

Response to Arguments 

Applicant's arguments have been considered but are moot in view of the new 
ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-12 and 45-46 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Raike et al. (US 2002/0162104 A1) in view of Son et al. (US 
2001 /001 7920 A1 ) and in further view of Akiyama (US 2002/0001 386 A1 ). 

Claims 1 and 7 

Raike discloses a method of distributing program materials received from a broadcast 
system between a host receiver and a client receiver for remote decryption (see at 
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least, [0038]: the examiner notes consumers or end-users who wish to have access to 
encrypted media through the use of client devices (e.g. set-top boxes) is the client 
receiver and the retail server is the host receiver), comprising: encrypting a media key 
at the host receiver using a client key (see at least, [0038]); (d) transferring the 
encrypted media key form the host receiver to the client receiver, wherein the client 
receiver does not utilize a conditional access module (see at least, [0017]); (e) 
decrypting the encrypted media encryption key at the client receiver using the client key 
(see at least, [0018]); (f) receiving encrypted program materials from the broadcast 
system at the host receiver (see at least, [0007], [0009] and [0015]); (g) transferring the 
encrypted program materials from the host receiver to the client receiver (see a least, 
[0020]); (h) decrypting the encrypted program materials at the client receiver using the 
decrypted media encryption key (see at least, [0021]). 

Raike fails to disclose (a) receiving an encrypted media encryption key at the 
host receiver; (b) decrypting the encrypted media encryption key at the host receiver; 
and (c) re-encrypting the decrypted media encryption key at the host receiver using a 
pairing key. 

However, in an analogous art Son discloses (a) receiving a encrypted data at the 
host receiver (see at least, [0027]-[0029]: the examiner notes that a store, decrypt and 
re-encrypt process may be performed on any data (e.g. media key)); and (b) decrypting 
the encrypted data at the host receiver (see at least, [0027]-[0029]: the examiner notes 
that a store, decrypt and re-encrypt process may be performed on any data); (c) re- 
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encrypting data at the host receiver using a key (see at least, [0027]-[0030]: the 
examiner notes a public key encryption). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike's media key to include (a) 
receiving a encrypted data at the host receiver; and (b) decrypting the encrypted data at 
the host receiver (c) re-encrypting data at the host receiver using a key as taught by 
Son. One of ordinary skill in the art would have been motivated to combine the 
teachings in order to provide a extra level of cryptography on the actual media key in 
order to make it more secure (see at least, Son, [0030]). 

Raike in view of Son fails to disclose the use of a pairing key for content between 
the host receiver and the client receiver. 

However, in an analogous art Akiyama discloses conditional access system 
when each receiver apparatus has an individual master key (see at least, [0099]). 
Akiyama teaches that the conditional access system adopts a key configuration, as 
shown in, e.g., FIG. 3 (see at least, [0100]). More specifically the examiner notes a work 
key Kw (i.e. a pairing key) which is specified for each channel and is common to all 
receiver apparatuses is encrypted using an individual master key KM, and the 
encrypted key is sent. Furthermore, a channel key Kch is encrypted using that work key 
Kw, and the encrypted key is sent (e.g. from the Host) (see at least, [0101]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view of Son's re-encrypted 
media key to include the use of a pairing key as the tool for encrypting content between 



Application/Control Number: 10/758,818 Page 5 

Art Unit: 2139 

a host receiver and a client receiver as taught by Akiyama. One of ordinary skill in the 
art would have been motivated to combine the teachings in order to minimize 
transmission volume by the use of a paring key (see at least, Akiyama, [0100]). 

Claims 2 and 8 

Raike fails to disclose further comprising decrypting the encrypted program materials at 
the host receiver using the decrypted media encryption key. 

However, in an analogous art Son discloses further comprising decrypting the 
encrypted program materials at the host receiver using the decrypted media encryption 
key (see at least, [0031]-[0032]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike's media key to include further 
comprising decrypting the encrypted program materials at the host receiver using the 
decrypted media encryption key as taught by Son. One of ordinary skill in the art would 
have been motivated to combine the teachings in order to provide a extra level of 
cryptography on the actual media key in order to make it more secure (see at least, 
Son, [0030]). 
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Claims 3 and 9 

Raike in view of Son fails to disclose further comprising receiving the pairing key from 
the broadcast system at both the host receiver and client receiver. 

However, in an analogous art Akiyama discloses conditional access system 
when each receiver apparatus has an individual master key (see at least, [0099]). 
Akiyama teaches that the conditional access system adopts a key configuration, as 
shown in, e.g., FIG. 3 (see at least, [0100]). More specifically the examiner notes a work 
key Kw (i.e. a pairing key) which is specified for each channel and is common to all 
receiver apparatuses is encrypted using an individual master key KM, and the 
encrypted key is sent. Furthermore, a channel key Kch is encrypted using that work key 
Kw, and the encrypted key is sent (see at least, [0101]). The examiner notes that the 
Kw is therefore both broadcasted and known at both the host receiver and client 
receiver in order for use with the Kch and KM. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view of Son's re-encrypted 
media key to include broadcasting the pairing key from the broadcast system at both the 
host receiver and the client receiver as taught by Akiyama. One of ordinary skill in the 
art would have been motivated to combine the teachings in order to minimize 
transmission volume by the use of a paring key (see at least, Akiyama, [0100]). 
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Claims 4-5 and 10-11 

Raike fails to disclose the use of a pairing key and the host receiver and client receiver 
decrypting the pairing key using uniquely associated keys to both the host receiver and 
client receiver. 

However, in an analogous art Son discloses decrypting the data using uniquely 
associated keys to both the host receiver and client receiver (see at least, [0030]: the 
examiner notes the use of a private key for server and subscriber station). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike's media key to include decrypting 
the key using uniquely associated keys to both the host receiver and client receiver as 
taught by Son. One of ordinary skill in the art would have been motivated to combine 
the teachings in order to provide a extra level of cryptography on the actual media key 
in order to make it more secure (see at least, Son, [0030]). 

Raike in view of Son fails to disclose the use of a pairing key for content between 
the host receiver and the client receiver. 

However, in an analogous art Akiyama discloses conditional access system 
when each receiver apparatus has an individual master key (see at least, [0099]). 
Akiyama teaches that the conditional access system adopts a key configuration, as 
shown in, e.g., FIG. 3 (see at least, [0100]). More specifically the examiner notes a work 
key Kw (i.e. a pairing key) which is specified for each channel and is common to all 
receiver apparatuses is encrypted using an individual master key KM, and the 
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encrypted key is sent. Furthermore, a channel key Kch is encrypted using that work key 
Kw, and the encrypted key is sent (see at least, [0101]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view of Son's re-encrypted 
media key to include the use of a pairing key as the tool for encrypting content between 
a host receiver and a client receiver as taught by Akiyama. One of ordinary skill in the 
art would have been motivated to combine the teachings in order to minimize 
transmission volume by the use of a paring key (see at least, Akiyama, [0100]). 

Claims 6 and 12 

Raike fails to disclose the use of a pairing key transferring the paring key from the host 
receiver to the client receiver. 

However, in an analogous art Son discloses transporting a key from the source 
to the server via a communication channel (see at least, [0040]) and further from 
transferring the key from the server to the subscriber via a communication channel (see 
at least, [0030]) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike's media key to include transferring 
a key from the host receiver to the client receiver as taught by Son. One of ordinary 
skill in the art would have been motivated to combine the teachings in order to provide a 
extra level of cryptography on the actual media key in order to make it more secure (see 
at least, Son, [0030]). 
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Raike in view of Son fails to disclose the use of a pairing key for content between 
the host receiver and the client receiver. 

However, in an analogous art Akiyama discloses conditional access system 
when each receiver apparatus has an individual master key (see at least, [0099]). 
Akiyama teaches that the conditional access system adopts a key configuration, as 
shown in, e.g., FIG. 3 (see at least, [0100]). More specifically the examiner notes a work 
key Kw (i.e. a pairing key) which is specified for each channel and is common to all 
receiver apparatuses is encrypted using an individual master key KM, and the 
encrypted key is sent. Furthermore, a channel key Kch is encrypted using that work key 
Kw, and the encrypted key is sent (see at least, [0101]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view of Son's re-encrypted 
media key to include the use of a pairing key as the tool for encrypting content between 
a host receiver and a client receiver as taught by Akiyama. One of ordinary skill in the 
art would have been motivated to combine the teachings in order to minimize 
transmission volume by the use of a paring key (see at least, Akiyama, [0100]). 

Claims 45 and 46 

Raike discloses wherein the client receiver does not comprise a tuner (see at least, 
[0038]: the examiner notes set-top boxes are not turners). 
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Claims 47-48 are rejected under 35 U.S.C. 103(a) as being unpatentable over Raike et 
al. (US 2002/01 621 04 A1 ) in view of Son et al. (US 2001/001 7920 A1 ) and Akiyama 
(US 2002/0001 386 A1 ) in further view of Loisel (US 2003/0026428 A1 ). 

Claims 47 and 48 

Raike in view of Son and Akiyama disclose all elements of the claimed invention 
however fail to disclose wherein the host receiver utilizes a conditional access module 
(CAM). 

However, in an analogous art Loisel discloses wherein the host receiver utilizes a 
conditional access module (CAM) (see at least, [0023]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view of Son and Akiyama to 
include wherein the host receiver utilizes a conditional access module (CAM) as taught 
by Loisel. One of ordinary skill in the art would have been motivated to combine the 
teachings in order to allow for secret encrypted communication between paired devices 
(see at least, Loisel, [0002]). 
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Claims 13-44 are rejected under 35 U.S.C. 103(a) as being unpatentable over Raike et 
al. (US 2002/01 621 04 A1 ) in view of Loisel (US 2003/0026428 A1 ) and Son et al. (US 
2001/0017920 A1) and Akiyama (US 2002/0001386 A1). 

Claims 13. 22, 31 . 36-38. and 43-44 

Raike discloses a method of distributing program materials received from a broadcast 
system between a host receiver and a client receiver for remote decryption (see at 
least, [0038]: the examiner notes consumers or end-users who wish to have access to 
encrypted media through the use of client devices (e.g. set-top boxes) is the client 
receiver and the retail server is the host receiver), comprising: encrypting a media key 
at the host receiver using a client key (see at least, [0038]); transferring the encrypted 
media key form the host receiver to the client receiver, wherein the client receiver does 
not utilize a conditional access module (see at least, [0017]); decrypting the encrypted 
media encryption key at the client receiver using the client key (see at least, [0018]); 
receiving encrypted program materials from the broadcast system at the host receiver 
(see at least, [0007], [0009] and [0015]); transferring the encrypted program materials 
from the host receiver to the client receiver (see a least, [0020]); decrypting the 
encrypted program materials at the client receiver using the decrypted media encryption 
key (see at least, [0021]). 

Raike fails to disclose wherein the host receiver utilizes a conditional access 
module (CAM) and receiving an encrypted media encryption key at the cam/host 
receiver; decrypting the encrypted media encryption key at the cam/host receiver; and 



Application/Control Number: 10/758,818 Page 12 

Art Unit: 2139 

re-encrypting the decrypted media encryption key at the cam/host receiver using a 
pairing key. 

However, in an analogous art Loisel discloses wherein the host receiver utilizes a 
conditional access module (CAM) (see at least, [0023]) and further pairing of the host 
receiver and CAM for a secure communication session (see at least, [0002]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike to include wherein the host 
receiver utilizes a conditional access module CAM as taught by Loisel. One of ordinary 
skill in the art would have been motivated to combine the teachings in order to allow for 
secret encrypted communication between paired devices (see at least, Loisel, [0002]) 

Raike in view of Loisel fails to disclose receiving an encrypted media encryption 
key at the cam/host receiver; decrypting the encrypted media encryption key at the 
cam/host receiver; and re-encrypting the decrypted media encryption key at the 
cam/host receiver using a pairing key. 

However, in an analogous art Son discloses receiving a encrypted data at the 
receiver (see at least, [0027]-[0029]: the examiner notes that a store, decrypt and re- 
encrypt process may be performed on any data (e.g. media key)); and decrypting the 
encrypted data at the receiver (see at least, [0027]-[0029]: the examiner notes that a 
store, decrypt and re-encrypt process may be performed on any data); re-encrypting 
data at the receiver using a key (see at least, [0027]-[0029]: the examiner notes a public 
key encryption) . 
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It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike's in view of Loisel's media key and 
(CAM) to include receiving a encrypted data at the receiver; and decrypting the 
encrypted data at the receiver re-encrypting data at the receiver using a key as taught 
by Son. One of ordinary skill in the art would have been motivated to combine the 
teachings in order to provide a extra level of cryptography on the actual media key in 
order to make it more secure (see at least, Son, [0030]). 

Raike in view of Loisel and Son fails to disclose the use of a pairing key for 
content between the host receiver and the client receiver. 

However, in an analogous art Akiyama discloses conditional access system 
when each receiver apparatus has an individual master key (see at least, [0099]). 
Akiyama teaches that the conditional access system adopts a key configuration, as 
shown in, e.g., FIG. 3 (see at least, [0100]). More specifically the examiner notes a work 
key Kw (i.e. a pairing key) which is specified for each channel and is common to all 
receiver apparatuses is encrypted using an individual master key KM, and the 
encrypted key is sent. Furthermore, a channel key Kch is encrypted using that work key 
Kw, and the encrypted key is sent (see at least, [0101]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view of and Loisel and Son's 
re-encrypted cam/host media key to include the use of a pairing key as the tool for 
encrypting content between a host receiver and a client receiver as taught by Akiyama. 
One of ordinary skill in the art would have been motivated to combine the teachings in 
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order to minimize transmission volume by the use of a paring key (see at least, 
Akiyama, [0100]). 

Claims 14 and 23 

Raike fails to disclose further comprising decrypting the encrypted program materials 
received from the broadcast system at the host receiver using the decrypted media 
encryption key. 

However, in an analogous art Son discloses further comprising decrypting the 
encrypted program materials received from the broadcast system at the host receiver 
using the decrypted media encryption key (see at least, [0031]-[0032]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike's media key to include further 
comprising decrypting the encrypted program materials received from the broadcast 
system at the host receiver using the decrypted media encryption key as taught by Son. 
One of ordinary skill in the art would have been motivated to combine the teachings in 
order to provide a extra level of cryptography on the actual media key in order to make it 
more secure (see at least, Son, [0030]). 



Claims 15. 18. 24. 27. 32 and 39 

Raike fails to disclose receiving the first pairing key from the broadcast system at both 
the host receiver and the conditional access module (CAM) and the client receiver. 
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However, in an analogous art Loisel discloses wherein the host receiver utilizes a 
conditional access module (CAM) (see at least, [0023]) and further pairing of the host 
receiver and CAM for a secure communication session (see at least, [0002]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike to include wherein the host 
receiver utilizes a conditional access module CAM as taught by Loisel. One of ordinary 
skill in the art would have been motivated to combine the teachings in order to allow for 
secret encrypted communication between paired devices (see at least, Loisel, [0002]). 

Raike in view of Loisel and Son fails to disclose the use of a pairing key for 
content between the host receiver and the CAM and the client receiver. 

However, in an analogous art Akiyama discloses conditional access system 
when each receiver apparatus has an individual master key (see at least, [0099]). 
Akiyama teaches that the conditional access system adopts a key configuration, as 
shown in, e.g., FIG. 3 (see at least, [0100]). More specifically the examiner notes a work 
key Kw (i.e. a pairing key) which is specified for each channel and is common to all 
receiver apparatuses is encrypted using an individual master key KM, and the 
encrypted key is sent. Furthermore, a channel key Kch is encrypted using that work key 
Kw, and the encrypted key is sent (see at least, [0101]). The examiner notes that the 
Kw is therefore both broadcasted and known at both the host receiver and client 
receiver in order for use with the Kch and KM. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view of Son's re-encrypted 
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media key to include broadcasting the pairing key from the broadcast system at both the 
host receiver, CAM, and the client receiver as taught by Akiyama. One of ordinary skill 
in the art would have been motivated to combine the teachings in order to minimize 
transmission volume by the use of a paring key (see at least, Akiyama, [0100]). 

Claims 16-17, 19-20, 25-26. 28-29. 33-34 and 40-41 

Raike fails to disclose the use of a pairing key and the host receiver, CAM, and client 
receiver decrypting the pairing key using uniquely associated keys to both the host 
receiver, CAM, and client receiver. 

However, in an analogous art Loisel discloses wherein the host receiver utilizes a 
conditional access module (CAM) (see at least, [0023]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike to include wherein the host 
receiver utilizes a conditional access module (CAM) as taught by Loisel. One of 
ordinary skill in the art would have been motivated to combine the teachings in order to 
allow for secret encrypted communication between paired devices (see at least, Loisel, 
[0002]). 

Raike in view of Loisel fails to disclose the use of a pairing key and the host 
receiver, CAM, and client receiver decrypting the pairing key using uniquely associated 
keys to both the host receiver, CAM, and client receiver. 

However, in an analogous art Son discloses decrypting the data using uniquely 
associated keys to both the host receiver and client receiver (see at least, [0030]: the 
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examiner notes the use of a private key for server and subscriber station). Further the 
examiner notes this could be performed at the CAM. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view or Loisel's media key to 
include decrypting the key using uniquely associated keys to both the host receiver, 
CAM, and client receiver as taught by Son. One of ordinary skill in the art would have 
been motivated to combine the teachings in order to provide a extra level of 
cryptography on the actual media key in order to make it more secure (see at least, 
Son, [0030]). 

Raike in view of Loisel and Son fails to disclose the use of a pairing key for 
content between the host receiver, CAM, and the client receiver. 

However, in an analogous art Akiyama discloses conditional access system 
when each receiver apparatus has an individual master key (see at least, [0099]). 
Akiyama teaches that the conditional access system adopts a key configuration, as 
shown in, e.g., FIG. 3 (see at least, [0100]). More specifically the examiner notes a work 
key Kw (i.e. a pairing key) which is specified for each channel and is common to all 
receiver apparatuses is encrypted using an individual master key KM, and the 
encrypted key is sent. Furthermore, a channel key Kch is encrypted using that work key 
Kw, and the encrypted key is sent (see at least, [0101]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view of Loisel and Son's media 
key to include the use of a pairing key as the tool for encrypting content between a host 
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receiver and a client receiver as taught by Akiyama. One of ordinary skill in the art 
would have been motivated to combine the teachings in order to minimize transmission 
volume by the use of a paring key (see at least, Akiyama, [0100]). 

Claims 21. 30, 35 and 42 

Raike fails to disclose the use of a pairing key transferring the paring key from the host 
receiver to the client receiver. 

However, in an analogous art Son discloses transporting a key from the source 
to the server via a communication channel (see at least, [0040]) and further from 
transferring the key from the server to the subscriber via a communication channel (see 
at least, [0030]) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike's media key to include transferring 
a key from the host receiver to the client receiver as taught by Son. One of ordinary 
skill in the art would have been motivated to combine the teachings in order to provide a 
extra level of cryptography on the actual media key in order to make it more secure (see 
at least, Son, [0030]). 

Raike in view of Son fails to disclose the use of a pairing key for content between 
the host receiver and the client receiver. 

However, in an analogous art Akiyama discloses conditional access system 
when each receiver apparatus has an individual master key (see at least, [0099]). 
Akiyama teaches that the conditional access system adopts a key configuration, as 
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shown in, e.g., FIG. 3 (see at least, [0100]). More specifically the examiner notes a work 
key Kw (i.e. a pairing key) which is specified for each channel and is common to all 
receiver apparatuses is encrypted using an individual master key KM, and the 
encrypted key is sent. Furthermore, a channel key Kch is encrypted using that work key 
Kw, and the encrypted key is sent (see at least, [0101]). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Raike in view of Son's re-encrypted 
media key to include the use of a pairing key as the tool for encrypting content between 
a host receiver and a client receiver as taught by Akiyama. One of ordinary skill in the 
art would have been motivated to combine the teachings in order to minimize 
transmission volume by the use of a paring key (see at least, Akiyama, [0100]). 
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Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See PTO-892. 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KARI L. SCHMIDT whose telephone number is 
(571)270-1385. The examiner can normally be reached on Monday - Friday: 7:30am - 
5:00pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kristine Kincaid can be reached on 571-272-4063. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Kari L Schmidt/ 
Examiner, Art Unit 2139 

/Matthew Heneghan/ 

Primary Examiner, Art Unit 2139 



